Apache
Package
(Single)
SSL QISA 4 2% 7I0|E

2 2 FALA $R7|QRON SSLEHHASA HKIS 98l A 2M2
FAB|A 37| EOt0] So| glo] REOR ALBSHA & glgLiCh

(1174 ME]
$27|YEok SME J|&H
02-3442-7230

dev_tech@ucert.co.kr

4 =7\ BEd

Korea Corporation Security

Copyright 2018-2023. Korea Corporation Security Co., Ltd All pictures cannot be copied wi



% (BE)0] BME ssL ASM XS g3 Mo BAUQYE ML BENMo= A
SSIRUSLICE MMOICE Q0| 0|2 £ 0| AFN MK| A T M 1 et
=gyt

- EY W ADAY.

1. Apache package ¥ source 7&
> otmtX| ZAE=Ql HHO|: ps —ef | grep httpd
-package: /usr/sbin/httpd [apacheO|&2 MO0|& + AF

1-
-source: /usr/local/apache [BE2 W apacheO|&2 H0|&

Jetc/httpd A20| 4H =X

->
T+ AS]-> = F=2o| 2% EXf

2. 2157|28 Root & Chain 2USA T&
X Ug U2 AZME of2fEE FIIH T El= S A0 CH5E0 Root U Chain AABME 2.

[GlobalSign] 215 7|2

MyTE oS HA
GLOBALSIGN_RSA_DV_SSL_CA_2018.crt [DV]
GLOBALSIGN_RSA_OV_SSL_CA_2018.crt [OV]
SSLCertificateChainFile | GLOBALSIGN_EXTENDED_VALIDATION_CA_ SHA256_ G3.crt [EV]
ALPHASSL_CA_ SHA256__G2.crt
(Domain)_ChainBundle.crt
SSLCACertificateFile GLOBALSIGN_ROOT_CA.crt

[Comodo] - 215 7|&
ayae ASN "4
SSLCertificateChainFile | (Domain)_ChainBundle.crt
SSLCACertificateFile AAA_CERTIFICATE_SERVICES.crt
[Digicert] - 2135 7|&
ayae ASN H4
SSLCertificateChainFile | THAWTE_RSA_CA 2018.crt
SSLCACertificateFile DIGICERT_GLOBAL_ROOT_CA.crt
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2. [$Apache]/modules C|HEZ|E &Qlsl0] ssl ZES 0l ThL|C|

X 8 2K =l Uy L

[root@localhost httpd]# Is modules

mod_authn_default.so mod_cache.so mod_dnssd.so

mod_status.so

mod_authn_anon.so mod_authz_owner.so mod_deflate.so mod_session.so
mod_authn_dbd.so mod_authz_user.so mod_dir.so mod_speling.so
mod_authn_dbm.so mod_autoindex.so mod_disk_cache.so mod_ssl.so

3. sslconf TUS PELICL (RS EFUE = SIYSLICL)
o

X S0 42

—

2
1M HE Al ZE 8l 3N F=2E 40514 g FLICh

[root@localhost httpd]# vi conf.d/ssl.conf

Listen 443
* M - AF2T SSL ZEHSE XL hLCt
_____ Zak__..

28 M7 28 £+ s M 52 2O F2 H2¥S AMESER ot 28
Of 82 on' 22 & Z2, HESRA &0 Wt sSLEE7F =2F & A of

Al7| HEEHLIC.

<VirtualHost *:443>

* M - www.ucert.co.kr SSL AHE gtL|Ct.

DocumentRoot "/var/www/html"

* 2% 20 B r¥EZE 23 gL
ServerName www.ucert.co.kr

* 2% 2X[7F Eeot =0el O|Eu mE

[ ]

i
N
=
o
I
=]

ErrorLog logs/ssl_error_log
TransferLog logs/ssl_access_log

LogLevel warn

SSLEngine on
* Y SSL AT MBS 2get et th
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SSLProtocol all -SSLv2 -SSLv3
* Ml o5 T2EE M™S st

SSLCipherSuite DEFAULT:!EXP:!SSLv2:!DES:!IDEA:!SEED:+3DES
SSLCertificateFile /etc/httpd/conf.d/ssl/File_www.ucert.co.kr.crt

* 2 ABM g2 4 A oY FE 27 ZLth
SSLCertificateKeyFile /etc/httpd/conf.d/ssl/KeyFile_www.ucert.co.kr.key
* 28 Q7| g2 4 2 oY HE2 2% Uk
SSLCertificateChainFile /etc/httpd/conf.d/ssl/ChainFile_ChainBundle.crt
* 23 :Chain Q1M 2 48 % oY P2 273 UL

SSLCACertificateFile /etc/httpd/conf.d/ssl/CA_GLOBALSIGN_ROOT_CA.crt
* 4% :Root 2EM d= dF A oty FS HF oLICh

</VirtualHost>

4. Ootx] Z2 M2 TAIZS T gLt

[root@localhost httpd]# /usr/sbin/apachectl -t
Syntax OK
2 28 2EO 277 U

—d

rir

X gtolstct 2 87F CtH 2F

—

__I.L

i
il

Ao

[root@localhost httpd]# /usr/sbin/apachectl -v
* 29 OotmbX| H{TE S 2ol Lt

[

X HZHSIE 27 E ASMEH MAIE Al HZHS YHES L CL
HIEHSIL HA & ASM A8 Al HEHS YUZHo| EERTL|CL

[root@localhost httpd]# bin/apachectl stop
[root@localhost httpd]# bin/apachect! start

Jpok
rlo

ofeff FBO= M7|5 TH

[root@localhost httpd]# bin/apachectl restart

* 29 O] TYAIRE T UL
X M7|S BYPol= Mu{OiCt do|sto] FFo =l 3 TiHo| o BL|Ct
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[root@localhost httpd]# p

ef | grep httpd
* 49 : ofmbx| M2 e % Y gct

root 117031 1 0 Feb20 00:00:03 /usr/sbin/httpd
daemon 117032 117031 0 Feb20 00:00:00 /usr/sbin/httpd
daemon 117033 117031 0 Feb20 00:00:00 /usr/sbin/httpd
daemon 117034 117031 O Feb20 00:00:00 /usr/sbin/httpd
daemon 117121 117031 O Feb20 00:00:00 /usr/sbin/httpd
root 118682 117620 0 01:22 pts/1  00:00:00 grep httpd

[root@localhost httpd]# netstat -nlp | grep httpd

* MY M8 SSL EZEO| Listen {EE =0l BhL|CH

tcp 0 0 :::80 ;¥ LISTEN 118721/httpd
tcp 0 0 :::443 :x*  LISTEN 118721/httpd

5. QUSAM €A E =l gLct

[root@localhost ~]# echo "" | openssl s_client -connect localhost:443 | openssl x509 -noout -dates
* 2% flel BEOE YESIH 2ATAM W EWE =l gL

notBefore=Jan 1 00:24:14 2016 GMT #QIZ A A|& Y

notAfter=Dec 31 :38:20 2017 GMT #2/5A Ct=

* HHO YA :echo " | openssl s_client -connect [0 Q! or IP[ZE#Z] | openssl x509 -noout -dates
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