Apache
(Multi)
SSL 2ISM du X 710l

2 EME FARA o720 SSLEQIMH QIZM HXE Qo) ZdE 2ME
FAAL oh=7|PECte 52| §l0] FHeZ AMESE & BlELICh

(1174 M E]
$27|PHo SME J|&E
02-3442-7230

dev_tech@ucert.co.kr

4 A7 HES

)
. H v
Korea Corporation Security

Copyright 2018-2023. Korea Corporation Security Co., Ltd All pictures cannot be copied wi



% (BE)0] BME ssL ASM XS g3 Mo BAUQYE ML BENMo= A
SSIRUSLICE MMOICE Q0| 0|2 £ 0| AFN MK| A T M 1 et
=gyt

- EY W ADAY.

1. Apache package ¥ source 7&

> otmtX| ZAE=Ql HHO|: ps —ef | grep httpd
-package: /usr/sbin/httpd [apacheO|&2 MO0|& + AF

1-
-source: /usr/local/apache [BE2 W apacheO|&2 H0|&

Jetc/httpd A20| 4H =X

->
T+ AS]-> = F=2o| 2% EXf

2. 2157|28 Root & Chain 2USA T&
X Ug U2 AZME of2fEE FIIH T El= S A0 CH5E0 Root U Chain AABME 2.

[GlobalSign] 215 7|2

ay3e HERE

GLOBALSIGN_RSA_DV_SSL_CA_2018.crt [DV]
GLOBALSIGN_RSA_OV_SSL_CA_2018.crt [OV]
SSLCertificateChainFile | GLOBALSIGN_EXTENDED_VALIDATION_CA_ SHA256_ G3.crt [EV]
ALPHASSL_CA_ SHA256__G2.crt

(Domain)_ChainBundle.crt

SSLCACertificateFile GLOBALSIGN_ROOT_CA.crt

[Comodo] - 215 7|&
ayae AZN B4
SSLCertificateChainFile | (Domain)_ChainBundle.crt
SSLCACertificateFile AAA_CERTIFICATE_SERVICES.crt
[Digicert] - 2135 7|&
ayae AZN B4
SSLCertificateChainFile | THAWTE_RSA_CA 2018.crt
SSLCACertificateFile DIGICERT_GLOBAL_ROOT_CA.crt

@@@@ 2 BME FAZA 7| YR SSLEIMHQIZA MRS I HHE EME
AT TASA et=ET|gEee] Eo| Qo] REHeR AESHH & YEUCt
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2. ssl.conf T 7. 3742 EMQIS stLie| ASME HESIRASLICL (HEoY 21+UES =30
LtEfLH ASLICEL)

[root@localhost httpd]# vi conf.d/ssl.conf

LoadModule ssl_ module modules/mod_ssl.so
*HE 55l BE 2He AEYLCH

Listen 443

SSLHonorCipherOrder on

* 2 MHTE e = Qe VMY 52 20 92 2388 AMESI=E ot &3
Of M2 on' 22 & &2, HESRI &0 Wt sSSLEE7F S2E & A0 oid B2, off 2 BE5}

AlZ| BHELCL

NameVirtualHost *:443
<VirtualHost *:443>

* 4% . wwwucertcokr SSLZ HEELICH

DocumentRoot "/var/www/html"
*dY . Ehel = CHEEe A YL

ServerName www.ucert.co.kr:443
* 4% . £ Q o|§8 d& U
ErrorLog logs/ssl_error_log
TransferLog logs/ssl_access_log

LogLevel warn

SSLEngine on

* 2% . SSL AT ALE. SSLE AFBEE UL
SSLProtocol all -SSLv2

* MY . SSL ZREZ MFQLICH

SSLCipherSuite DEFAULT:!EXP:!SSLv2:!DES:!IDEA:!SEED:+3DES

@@@@ = TME FAIAL BF7|YEQH0M SSLECHMHISA EXE 2ol AYE EMZ2
DTN TA2A otE7|YE e S| glo] RHeZ AMSHY = YIEUCH
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SSLCertificateFile /etc/httpd/conf.d/ssl/File_www.ucert.co.kr.crt

cdY AFH ZR2 4Y U DY B2 el

SSLCertificateKeyFile /etc/httpd/conf.d/ssl/KeyFile_www.ucert.co.kr.key

* 43 UHe7| 42 29 W O de ol
SSLCertificateChainFile /etc/httpd/conf.d/ssl/ChainFile_ChainBundle.crt

* A :Chain ABM Z2 4 % ot FS QAL
SSLCACertificateFile /etc/httpd/conf.d/ssl/CA_GLOBALSIGN_ROOT_CA.crt

* 2% :Root ASM d= 2F % MY S =L Ch

</VirtualHost>

<VirtualHost *:443>

* 49 : devucert.cokr SSL AHL|Ct,
DocumentRoot "/var/dev/html"

ServerName dev.ucert.co.kr:443

* A% www?t Ot dev =0 QI 0|52 7| ¥ &LICE
ErrorLog logs/ssl_error_log

TransferLog logs/ssl_access_log

LogLevel warn

SSLEngine on

SSLProtocol all -SSLv2

SSLCipherSuite DEFAULT:!EXP:!SSLv2:!DES:!IDEA:!SEED:+3DES

SSLCertificateFile /etc/httpd/conf.d/ssl/File_www.ucert.co.kr.crt
SSLCertificateKeyFile /etc/httpd/conf.d/ssl/KeyFile_www.ucert.co.kr.key
SSLCertificateChainFile /etc/httpd/conf.d/ssl/ChainFile_ChainBundle.crt

SSLCACertificateFile /etc/httpd/conf.d/ssl/CA_GLOBALSIGN_ROOT_CA.crt
« MY - Q=AM K= wwwucertcokr EH QI SUS QX2 XHEE THLCH (YBICHHE CHE QK|

o o M8t

@@@@ = TME FAIAL BF7|YEQH0M SSLECHMHISA EXE 2ol AYE EMZ2
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<VirtualHost *:443>

* A3 : aka.ucert.cokr SSL A L|C}.

DocumentRoot "/var/aka/html"
ServerName aka.ucert.co.kr:443
* AW - \wwwZt Ol aka E=H|Q O|ES 7|t Ct

ErrorLog logs/ssl_error_log

TransferLog logs/ssl_access_log

LogLevel warn

SSLEngine on

SSLProtocol all -SSLv2

SSLCipherSuite DEFAULT:!IEXP:!SSLv2:!DES:!IDEA:!SEED:+3DES
SSLCertificateFile /etc/httpd/conf.d/ssl/File_www.ucert.co.kr.crt

SSLCertificateKeyFile /etc/httpd/conf.d/ssl/KeyFile_www.ucert.co.kr.key
SSLCertificateChainFile /etc/httpd/conf.d/ssl/ChainFile_ChainBundle.crt

SSLCACertificateFile /etc/httpd/conf.d/ssl/CA_GLOBALSIGN_ROOT_CA.crt
* MY - QB M K= wwwucert.cokr EHQIT SUSH X2 XHEE THLLCE (

o o AHE7tS)

</VirtualHost>

3. XHEEIo A= 7IE ASM F=20 Mg ASME Y2E FHLICL

rh

[root@localhost httpd]# Is -al /etc/httpd/conf.d/ssl

-rw-r--r--. 1 root root 1931 Feb 22 00:00 ChainFile ChainBundle.crt
-rw-r--r--. 1 root root 1744 Feb 22 00:00 File www.ucert.co.kr.crt
-rw-r--r--. 1 root root 1931 Feb 22 00:00 KeyFile_www.ucert.co.kr.key
-rw-r--r--. 1 root root 1931 Feb 22 00:00 CA_GLOBALSIGN_ROOT_CA.crt
-rw-r--r--. 1 root root 1744 Feb 22 00:00 password.txt

MY o AKX ASHTF U R el

= —

@@@@ = TME FAIAL BF7|YEQH0M SSLECHMHISA EXE 2ol AYE EMZ2
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[root@localhost httpd]# mkdir /etc/httpd/conf.d/ssl/20180222

[root@localhost httpd]# cp /etc/httpd/conf.d/ssl/* /etc/httpd/conf.d/ssl/20180222
[root@localhost httpd]# Is -al /etc/httpd/conf.d/ssl/20180222

-rw-r--r--. 1 root root 1931 Feb 22 00:00 ChainFile ChainBundle.crt

-rw-r--r--. 1 root root 1744 Feb 22 00:00 File www.ucert.co.kr.crt

-rw-r--r--. 1 root root 1931 Feb 22 00:00 KeyFile_www.ucert.co.kr.key

-rw-r--r--. 1 root root 1931 Feb 22 00:00 CA_GLOBALSIGN_ROOT_CA.crt
« 4% sl CIERlO] ABME 20180222 ClHE2|0f WS R QA2 ol

==

[root@localhost httpd]# cp conf.d/ssl_new/* cp conf.d/ssl/
* 23 M3 YOolES ABM IS 7|E ABM EH0 ML

- L-O

¥ ASMutdo| TtAF2 KAO|BE ALEXL 2o wat ASAM mAFo| HatE = ASLICH

4. Ototx| ZHA|%S FIAEL|CE

[root@localhost httpd]# /usr/sbin/apachect! -t
Syntax OK

2% 23 20l 2F7H §le x| = Uk

[root@localhost httpd]# /usr/sbin/apachectl -v
* 29 OotmbX| H{TE S 2ol gLt

[root@localhost httpd]# bin/apachectl stop
[root@localhost httpd]# bin/apachect! start

[root@localhost httpd]# bin/apachectl restart

=

% H7|E WHOI= ME{OiCt Mojsiol W0 2ol & MWo| WRILICE

* 29 Ot MA[RE T UL

@@@@ 2 BME FAZA 7| YR SSLEIMHQIZA MRS I HHE EME
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[root@localhost httpd]# ps -ef | grep httpd
* 29 . OfmtA| o= =els =L

=

root 117031 1 0 Feb20 00:00:03 /usr/sbin/httpd
daemon 117032 117031 0 Feb20 00:00:00 /usr/sbin/httpd
daemon 117033 117031 0 Feb20 00:00:00 /usr/sbin/httpd
daemon 117034 117031 O Feb20 00:00:00 /usr/sbin/httpd
daemon 117121 117031 O Feb20 00:00:00 /usr/sbin/httpd
root 118682 117620 0 01:22 pts/1  00:00:00 grep httpd

[root@localhost httpd]# netstat -nlp | grep httpd

tcp 0 0 :::80 ¥ LISTEN 118721/httpd
tcp 0 0 :::443 :x*  LISTEN 118721/httpd

5. QIEAM UXE HAUSEE Fct

[root@localhost ~]# echo "" | openssl s_client -connect localhost:443 | openssl x509 -noout -dates
* 2 flel BEOE YESIH 2ATAM d EWE Qo= E gLCf

notBefore=Jan 1 00:24:14 2016 GMT #QIZ A A&

notAfter=Dec 31 :38:20 2017 GMT #QISA Tt

* HHO A4 :echo "' | openssl s_client -connect [0 2l or IP.[ZER#HZ] | openssl X509 -noout -dates

@

r
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