Oracle HTTP Server
(Multi)
SSL QIS A A4 dX| 710|E

2 EME FARA o720 SSLEQIMH QIZM HXE Qo) AdE 2ME
FALAL ot 7| P ECtel F2o| Bl0] FEHe =z Agstd 4 SlgLtt

=71 Re fFME 7|8

4 27| BEA

Korea Corporation Security

Copyright 2018-2023. Korea Corporation Security Co., Ltd All pictures cannot be copied wi



% O BAE URHEQl AHoIM Mt I HEYI BHO met FAT + YsULL
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[oracle@ucert default]$ vi /Middleware/Oracle_WT1/instances/instance1/config/OHS/ohs1/httpd.conf

<IfDefine SSL>

LoadModule ossl_module "${ORACLE_HOME}/ohs/modules/mod_ossl.so"
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</IfDefine>

# Include the SSL definitions and Virtual Host container
include "${ORACLE_INSTANCE}/confi9/${COMPONENT_TYPE}/${COMPONENT_NAME}/ssI.conf"
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[oracle@ucert default]$ vi /Middleware/Oracle_ WT1/instances/instance1/config/OHS/ohs1/ssl.conf

Listen 443
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<IfModule ossl_module>

AddType application/x-x509-ca-cert .crt

AddType application/x-pkcs7-crl .crl

SSLPassPhraseDialog builtin

SSLSessionCache
"shmcb:${ORACLE_INSTANCE}/diagnostics/logs/${COMPONENT_TYPE}/${COMPONENT_NAME}/ssl_scache(51200
0)"

SSLSessionCacheTimeout 300

<IfModule mpm_winnt_module>
SSLMutex "none"

</lfModule>

<IfModule 'mpm_winnt_module>
SSLMutex pthread

</IfModule>

<VirtualHost *:443>
<IfModule ossl_module>
SSLEngine on
SSLVerifyClient None
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SSLProtocol nzos_Version_1_0 nzos_Version_3_0
SSLCipherSuite
SSL_RSA_WITH_RC4_128_MD5,SSL_RSA_WITH_RC4_128_SHA,SSL_RSA_WITH_3DES_EDE_CBC_SHA,SSL_RSA_WITH_
DES_CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA

SSLCRLCheck Off

SSLWallet
"${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/keystores/default"
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<FilesMatch "¥.(cgi|shtml|phtml|php)$" >
SSLOptions +StdEnvVars
</FilesMatch>

<Directory "${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/cgi-bin">
SSLOptions +StdEnvVars
</Directory>

BrowserMatch "*MSIE*" W
nokeepalive ssl-unclean-shutdown W

downgrade-1.0 force-response-1.0

</IfModule>
</VirtualHost>

</IfModule>
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[oracle@ucert default]$ I
drwxr-xr-x. 2 root root 4096 2016-06-14 14:03 cwallet.sso

[oracle@ucert default]$ mkdir 20190101
[oracle@ucert default]$ cp cwallet.sso 20190101

[oracle@ucert default]$ || 20190101
drwxr-xr-x. 2 root root 4096 2019-01-01 14:03 cwallet.sso
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[oracle@ucertdefault]$ pwd
/Middleware/Oracle_WT1/instances/instance1/config/OHS/ohs1/keystores/default
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[oracle@ucert default]$ opmnctl stopall

[oracle@ucert default]$ opmnctl startall

6. M| LIOIM THOIZ SSL EE Listen AEH U QISA 7|7t SOl L),

[root@localhost ~]# netstat -nap | grep httpd

tcp 0 0 ::80 ::* LISTEN
tcp 0 0 ::443 ::* LISTEN

*MH. MMt SSL T E 7} Listen AEJQIX] =l shL|C},
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[root@localhost ~]# openssl s_client -connect localhost:443 < /dev/null 2>&1 | openssl x509 -noout -

enddate

notAfter=Dec 20 23:59:59 2016 GMT
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