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1. Apache SSL Protocol 및 cipher 설정 

 

1) ($HOME_BASE/conf/httpd.conf 를 열어 아래와 같이 설정 합니다. 

 - 아래값은 샘플 값입니다. 

 

[샘플 값 1] 

 

 

 

 

 

SSLProtocol ALL -SSLv2 -SSLv3 +TLSv1.2 +TLSv1.1 +TLSv1  

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256- 

GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-DSS-AES128-GCM- 

SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-

SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-

AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128- 

SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SHA:AES128-GCM-SHA256:AES256- 

GCM-SHA384:AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:AES:CAMELLIA:DES-CBC3-

SHA:!aNULL:!eNULL:!EXPORT:!DES:!RC4:!MD5:!PSK:!aECDH:!EDH-DSS-DES-CBC3-SHA:!EDH-RSA-DES-CBC3-

SHA:!KRB5-DES-CBC3-SHA  
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[샘플 값 2] 

 

 

 

 

SSLProtocol ALL -SSLv2 -SSLv3 +TLSv1.2 +TLSv1.1 +TLSv1  

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256- 

GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA- 

AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE- 

RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE- 

DSS-AES128-SHA256:DHE-DSS-AES256-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA:AES256- 

SHA:AES:CAMELLIA:DES-CBC3-SHA:!aNULL:!eNULL:!EXPORT:!DES:!RC4:!MD5:!PSK:!aECDH:!EDH-DSS-DES-CBC3- 

SHA:!EDH-RSA-DES-CBC3-SHA:!KRB5-DES-CBC3-SHA:!DHE-RSA-AES128-GCM-SHA256:!DHE-RSA-AES256-GCM- 

SHA384:!DHE-RSA-AES128-SHA256:!DHE-RSA-AES256-SHA:!DHE-RSA-AES128-SHA:!DHE-RSA-AES256- 

SHA256:!DHE-RSA-CAMELLIA128-SHA:!DHE-RSA-CAMELLIA256-SHA  

 

 

 

2. Apache 를 재기동 합니다. 

 

3. 서버 재구동 후 프로토콜 활성화를 확인 합니다. 

 

-확인 명령어 (:443 외 다른 포트번호를 기입해도 됩니다. [SSL 적용 포트]) 

openssl s_client -connect [해당 IP 및 도메인]:443 -ssl3 --   sslv3 프로토콜 통신 확인  

openssl s_client -connect [해당 IP 및 도메인]:443 –ssl2 --   sslv2 프로토콜 통신 확인 

openssl s_client -connect [해당 IP 및 도메인]:443 –tls1 --   tls1.0 프로토콜 통신 확인 

openssl s_client -connect [해당 IP 및 도메인]:443 –tls1_1 --   tls1.1 프로토콜 통신 확인 
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openssl s_client -connect [해당 IP 및 도메인]:443 –ssl2  --sslv2 프로토콜 통신 확인 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

openssl s_client -connect [해당 IP 및 도메인]:443 -ssl3   -- sslv3 프로토콜 통신 확인 
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openssl s_client -connect [해당 IP 및 도메인]:443 –tls1 --tls1.0 프로토콜 통신 확인 

 

 

 

openssl s_client -connect [해당 IP 및 도메인]:443 –tls1.1  --tls1.1 프로토콜 통신 확인              

 

 

 

 


