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1. Apache SSL Protocol % cipher 43

1) (SHOME_BASE/conf/httpd.conf & E0f Ofzfjet Z0| & TL|ct
- OfaHaIEZ AHZ= 7FO|L|Eh

— O=2 HAH

HE A 1]
<VirtualHost *:443>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot
ServerName ucert.co.kr
ErrorLog
TransferlLog

<Directory
AllowOverride None
Require all granted

</Directory>

SSLEngine on
SSLProtocol ALL -SSLv2 -SSLv3

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE -ECDSA- AES256-GCM- SHA384 : ECDHE -ECDSA- AES128- SHA256 : ECDHE - ECDSA - AES256 - SHA : ECDHE -ECDSA- AES2
56-SHA384 : ECDHE -ECDSA-AES128-SHA: ECDHE -RSA-AES256 - GCM-SHA384 : ECDHE -RSA- AES128 - GCM - SHA256 : ECDHE -RSA-AES128-SHA256 : ECDHE -RSA-AES128 - SHA: ECDHE -
RSA-AES256-SHA384 : ECDHE -RSA- AES256 - SHA : DHE -RSA- AES128- GCM - SHA256 : DHE - DSS - AES128 - GCM- SHA256 : KEDH+AESGCM: DHE - RSA- AES128- SHA256 : DHE -RSA- AES128-
SHA : DHE -DSS - AES128-SHA256 : DHE -RSA - AES256 - SHA256 : DHE -DSS - AES256 - SHA : DHE -RSA- AES256 - SHA: AES128-GCM- SHA256 : AES256 - GCM-SHA384 : AES128-SHA256: AES2
56-SHA256: AES128-SHA: AES256-SHA: AES: CAMELLIA:DES-CBC3-SHA: 'aNULL : 'eNULL : 'EXPORT: !DES: !RC4: !MD5: ! PSK: ! aECDH: ! EDH-DSS-DES-CBC3-SHA: |EDH-RSA-DE
S-CBC3-SHA: |KRB5-DES-CBC3-SHA

SSLProtocol ALL -SSLv2 -SSLv3 +TLSv1.2 +TLSv1.1 +TLSv1

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-
GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-DSS-AES128-GCM-
SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-
SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-
AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128-
SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SHA:AES128-GCM-SHA256:AES256-
GCM-SHA384:AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:AES:CAMELLIA:DES-CBC3-
SHA:!laNULL:!leNULL:!EXPORT:!DES:IRC4:!IMD5:!PSK:laECDH:!EDH-DSS-DES-CBC3-SHA:!EDH-RSA-DES-CBC3-
SHA:IKRB5-DES-CBC3-SHA
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<VirtualHost *:443>
ServerAdmin webmaster@dummy-host.example.com
DocumentRoot
ServerName ucert.co.kr

ErrorLog

TransferLog

<Directory
AllowOverride None
Require all granted

</Directory>

SSLEngine on

SSLProtocol ALL -SSLv2 -SSLv3

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE -ECDSA-AES128-GCM-SHA256 : ECDHE - RSA-AES256 - GCM - SHA384 : ECDHE - ECDSA- AES256- GCM- SHA384 : DHE -DSS-A
ES128-GCM-SHA256 : KEDH+AESGCM : ECDHE -RSA- AES128- SHA256 : ECDHE -ECDSA- AES128- SHA256 : ECDHE -RSA- AES128-SHA : ECDHE -ECDSA- AES128- SHA : ECDHE -RSA-AES256 -
SHA384 : ECDHE -ECDSA- AES256 - SHA384 : ECDHE -RSA- AES256 - SHA : ECDHE -ECDSA- AES256 - SHA : DHE -DSS - AES128-SHA256 : DHE -DSS-AES256- SHA: AES128-GCM-SHA256 : AES2
56-GCM-SHA384 : AES128-SHA: AES256-SHA: AES: CAMELLTA:DES-CBC3-SHA: !aNULL : 'eNULL : 'EXPORT: !DES: !RC4: !MDS: !|PSK: ! aECDH: | EDH-DSS-DES-CBC3-SHA: |EDH-RS
A-DES-CBC3 A: |KRB5-DES-CBC3-SHA: | DHE -RSA-AES128-GCM-SHA256: | DHE -RSA-AES256-GCM-SHA384 : | DHE -RSA-AES128-SHA256: | DHE -RSA-AES256-SHA: | DHE -RSA-
AES128-SHA: | DHE -RSA-AES256-SHA256: | DHE -RSA-CAMELLTA128-SHA: | DHE -RSA-CAMELLTIA256-SHA

SSLProtocol ALL -SSLv2 -SSLv3 +TLSv1.2 +TLSv1.1 +TLSv1

SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-
GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA-
AES128-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-
RSA-AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE-
DSS-AES128-SHA256:DHE-DSS-AES256-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA:AES256-
SHA:AES:CAMELLIA:DES-CBC3-SHA:!aNULL:!leNULL:!EXPORT:!DES:!RC4:!MD5:!PSK:!aECDH:!EDH-DSS-DES-CBC3-
SHA:!IEDH-RSA-DES-CBC3-SHA:IKRB5-DES-CBC3-SHA:IDHE-RSA-AES128-GCM-SHA256:!DHE-RSA-AES256-GCM-
SHA384:IDHE-RSA-AES128-SHA256:!DHE-RSA-AES256-SHA:IDHE-RSA-AES128-SHA:IDHE-RSA-AES256-
SHA256:!DHE-RSA-CAMELLIA128-SHA:IDHE-RSA-CAMELLIA256-SHA

-0l HEAHO| (1443 2| CIE ZEHSE 7|YUs = ELClL [SSL HE XE))

openssl s_client -connect [SHT IP X =M Q1]:443 -ssI3 -- sslv3 TEEZ 54 =9l
openssl s_client -connect [T IP % ZOQ1]:443 —ssl2  -- sslv2 ZEEE S4 ol
openssl s_client -connect [T IP % E21]:443 —tlIs1 - tls1.0 ZEEZE E4 ol
openssl s_client -connect [T IP X =MH|Q1]:443 —tIs1_1 -- tis1.1 Z2EEE 4 ol
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openssl s_client -connect [T IP & TOQl]:443 —ssl2 --sslv2 ZEEE 4 =9l

C:tlzersthucert>openssl s_client —connect 192.168_A.85:4438 —==12

Loading 'screen’ into random state — done

CONNECTED<BABRARER »

6lZ24:error-148YFBES :85L routines:88LZ _WRITE:=s=z1 handshake failure: _ WeslWs2 pkt._ c:429:

no peer certificate availahble

Mo client certificate CA names sent

S2%L handshake has read B hytes and written 48 hytes
Mew,. C(MONE)»,. Cipher is (NOME)
Secure Renegotiation IS HOT supported
Compreszion: MWONE
Expanszion: NOME
85L—Session:

Protocol : SS5Le2

Cipher : AR

Session—-1ID:

Session—ID-ctx:

MHaster—-Key:

Key—Arg : Mone

PSK identity: MHone

PEK identity hint: Hone

SHP uszername: Mone

Start Time: 14278098342

Timeout : 388 <(sec)

Jerify return code: A Cok>

openssl s_client -connect [T IP & E=Ql]:443 -ssI3  --sslv3d ZEE2EEE S =ol

C:WlzersWhucert>openssl s_client —connect 192.168.8.85:44380 —=ss13

Loading ‘screen’ into random state — done

CONNECTED < 0BPE0BED >

3172 error-1407EBES :S8L routines:SSL3_UWRITE_BYTES:ssl handshake failure: . WeslWs3 pkt.c:615:

no peer certificate available

No client ceprtificate CA names sent

S8L handshake has read B bytes and written B hytes

MNew. C(NONE)». Cipher iz (NONE>

Secure Renegotiation IS NOT supported

[Compression: HOME

Expansion: MONE

S5L-Session:
Protocol
Cipher
Session—ID:
Session-ID-ctx:
Master—Key:
Key—Arg = Mone
PSK identity: HNone
PSK identity hint: Mone
SRFP uszername: Mone
Start Time: 1427098422
Timeout : 7208 <(sec)
Verify return code: B <okd

S5Lw3
aaa8
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openssl s_client -connect [ IP % T 21]:443 —tlIs1 --tls1.0 TEEZE EA =9I

Compressio
xpansion: NONWE
Session:
Protocol
Cipher
JCASACAEA440 BA51324E18 3191EBEG CE1E3E246

Master JOEQFBEERS3AEEES17155291764EQEFCSAAZS BE44120C4651046BED3954D3CE9AF3 8311ECFFD3ABACF112E532

Key-Arg : None

{rb5 Principal: None
identity: None

PS

Start Time

Timeout

Verify return c

openssl s_client -connect [T IP % TH21]:443 -tIs1.1 --tls1.1 ZEEE 4 =0l

handshake has read 4514 bytes and written 437 by

Cipher i1s AES256-SHA
1 48 bit
Q ion IS supported
ompression: NONE
ansion: NONE

-Session:

%)

%)

identity: MNone
identity hint: None
Start Time:
Timeout

(ok)
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