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OPENSSL Java
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1. Tomcat SSL Protocol % Cipher

M
- HE gaEE

(1) ($HOME_BASE)/conf/server.xml IIYS 0| ZEEZZ ofefet 20| 473 gLt

Tomcat 5 and 6 (prior to 6.0.38)

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocols = "TLS" />

Tomcat 6 (6.0.38 and later) and 7

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" ssIProtocol ="TLS" sslEnabledProtocols = "TLSv1.2" />

(2) ($HOME_BASE)/conf/serverxml ItYS F0 €NZ|FS oot 20| &F gLiCh
(ciphers {2 zip Ot 20| S3& HAE mbA(tt)A SASIMA AFESHYUAIL)

— 1

ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA
256,TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256,TLS
_ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA"

rene|E Bt
3) ?12l #2525 F7HotY CiSa 20 28 gLt

=

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="/usr/local/apache-tomca//t7/ssl/test.jks"
keystorePass="a12345"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ ECDHE_RSA_WITH_AES_12
8_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_128_CBC
_SHA256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA"
clientAuth="false" sslProtocol="TLS" sslEnabledProtocols="TLSv1.2" />
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2. Tomcat SSL Protocol % Cipher 47
TRYEE

) ($HOME_BASE)/conf/serverxml Lt2& €0 ZZEZS Of2fjet 0| A gfLCt.

=

Tomcat 5 and 6 (prior to 6.0.38)

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocols = "TLS" />

Tomcat 6 (6.0.38 and later) and 7

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol ="TLS" sslEnabledProtocols = "TLSv1.2" />

) ($HOME_BASE)/conf/serverxml LIS SO L0Z|FS ofafjet 20| MH Lt
(ciphers 2f2 zip It OH0| S&E HAE I (ixt)0|A SASEMA AFESHYEAIR)

ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SH
A256,TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDH_ECDSA_ WITH_AES_128_CBC_SHA256,TLS_EC
DHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AE
S_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,SSL_
RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA"

rene|E Bt

(3) ?lel #FES5& F7totof Ch3ar 20| 27 L.

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

keystoreFile="/usr/local/apache-tomca//t7/ssl/test.jks"

keystorePass="a12345"

ciphers="TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_
128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
256,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_RS
A_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_256_CB
C_SHA,SSL_RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA"
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&

clientAuth="false" ssIProtocol ="TLS" sslEnabledProtocols ="TLSv1.2" />
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[root@localhost confd]# cp serverxml serverxml.backup
[root@localhost confd]# I

total 2

-rw-r--r--. 1 root root 2545 May 17 08:16 serverxml

-rw-r--r--. 1 root root 2545 May 27 08:22 serverxml.backup
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3.TLS M8

(1) OPENSSL 2 O|&%t =l uhe L|C}
- OpenSSL2 HIES®AE &¢ H0|H sS40 40|z Z=2EZ0Ql TLSQ} SSLe| E &4 YLC}
71280 2=zt 715 A o2 FREEE =0 FAEY UAFLCH
openssl s_client -connect [T IP & =0 21]:443 -ssl3 SSlv3 ZEEZ EAl =0l
openssl s_client -connect [ IP & =0 21]:443 -ssl2 SSlv2 TEEE EAl =0l
openssl s_client -connect [SiS IP & =0 21]:443 -tls1 TLSv1.0 ZE2EEE EAl =9l
openssl s_client -connect [T IP 5! =0 21]:443 -tls1_1 TLSv11 ZE2EE EA =l
openssl s_client -connect [0 g IP 3! =0 91]:443 -tIs1_2 TLSvi2 ZE2EEE 84 gol
rd8 "o,
- ot2fe] HHOIE 0|85t0 SSLv30f CHt S410] Mot £[R=X] ol eFL|Ch
openssl s_client -connect 127.0.0.1:443 -ssl3
Mg oAl
CONNECTED(00000003)
140430722205512:error:14094410:SSL routines:SSL3_READ_BYTES:sslv3 alert handshake

failure:s3_pkt.c:1275:SSL alert number 40
140430722205512:error:1409EQE5:SSL routines:SSL3_WRITE_BYTES:ss| handshake failure:s3_pkt.c:598:

peer certificate available

No client certificate CA names sent

SSL handshake has read 7 bytes and written 0 bytes

New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

SSL-Session:
Protocol :SSLv3
Cipher : 0000
Session-ID:

=AM E FARIAL St 7| Y20 SSLECMH QISAM HEXIE 2[5l
FHZAL S=T| Qe S| §l0] RHeZ AMgStd £ QIS
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Session-ID-ctx:

Master-Key:

Key-Arg : None

Krb5 Principal: None
PSK identity: None

PSK identity hint: None
Start Time: 1558603004
Timeout : 7200 (sec)
Verify return code: 0 (ok)

[

o
- T o =
HMetEl As &g = ASHCL

- otzfe| HHOE 0|85 TLSv1.20f CHE 410 Mot =[/A=X =l gLt

Hg Zih

Z1to A Renegotiation IS NOT supported 7122 &QIst0 oY TR2EZO| AMEO|

openssl s_client -connect 127.0.0.1:443 -tls1_2

New, TLSv1/SSLv3, Cipher is AES128-GCM-SHA256
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
SSL-Session:
Protocol : TLSv1.2
Cipher : AES128-GCM-SHA256
Session-ID: CA6B7CB11138789ABE9B7FEB37EEO8A3F57E58E1952BOA545B8AE6D78218F9E
Session-ID-ctx:

Master-Key:

A4C38C7D7A6A6
Key-Arg : None
Krb5 Principal: None
PSK identity: None
PSK identity hint: None
TLS session ticket lifetime hint: 300 (seconds)
TLS session ticket:
0000 - 7f f1 06 59 83 a5 b0 4d-42 1f f8 26 66 b6 04 e6  ..Y..MB.&f..

F2E89E039E0617B88BOD7176E7A8052DDD6064564D1808126456D6825186C28DB30BA1824D9898E4E2B
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0010 - 2d 9d 68 51 55 98 ed 9e-bf 9c 4c 41 f1 a3 3f 1Ta  -.hQU....LA..2.
0020 - e7 24 a9 f6 84 f5 4a 7e-61 4f 25 7a 4a b6 4e cc  .$...J~aO%zJ.N.
0030 - ed dc 29 6d 52 03 17 92-49 32 17 d927 1076 9b .)mR..12.."v.

0040 - 68 27 16 8a ¢7 ad 20 09-f0 c1 03 03 92 15da 68 h'.. ... h
0050 - d9 cf e7 14 f8 f9 aa 0d-61 30 63 46 49 0d 50 bc ... aOcFI.P.
0060 - cb 93 ab b5 9c 9f a4 41-02 c4 0f 04 2c 58 93 43 ... A...X.C
0070 - a3 8e 08 d1 20 86 4b 8e-ca 39 51 95 9d b1 bc b8 ... K.9Q....
0080 - 2b 80 11 04 fc 7f 7a de-77 b2 2e 0d 97 37 18 55  +..zw...7.U
0090 - e6 09 e8 3a Oe f5 49 94-fb c4 cf 9a bb c9 51 a9 ...l...Q

00a0 - c9 be ec c8 €9 77 f2 12-bf 3¢ 8f 70 0d 65 73 €2  ...w..<.p.es.
00b0 - d9 5a 03 bb ec 48 18 76-76 75 48 44 0c d2 15 bc  .Z..H.vwuHD....

Start Time: 1558603741
Timeout : 7200 (sec)
Verify return code: 0 (ok)
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https://nmap.org/download.html

Microsoft Windows binaries

'Please read the Windows section of the Install Guide for limitations and installation instructions for the Windo
Zenmap GUI) or the much smaller command-line zip file version. We support Nmap on Windows 7 and newer,
“INmap on earlier Windows releases..

| Note: The version of Npcap included in our installers may not always be the latest version. If you experience p
release.

The Nmap executable Windows installer can handle Npcap installation, registry performance tweaks, and dec
Zenmap graphical frontend. Skip all the complexity of the Windows zip files with a self-installer:

1| Latest stable release self-installer: nmap-7.70-setup.exe

We have written post-install usage instructions. Please notify us if you encounter any problems or have suggestions for the installer.

For those who prefer the command-line zip files (Installation Instructions; Usage Instructions), they are still available. The Zenmap graphical i
window. Or you can download and install a superior command shell such as those included with the free Cygwin system. Also, you need to 1
included in the zip file. The main advantage is that these zip files are a fraction of the size of the executable installer:

Latest stable command-line zipfile: nmap-7.70-win32 zip
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Scan Tools Profile  Help
Target | www.ucert.cokr v

Command: |nmap -V -p 443 --script ssl-enum-ciphers www.ucert.co.kr

Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Hogt nmap -5V -p 443 --script ssl-enum-ciphers www.ucert.co.kr

W www.ucert.cokr (1
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nmap -sV --script ssl-enum-ciphers -p 443 121.78.88.70 ‘

PORT STATE SERVICE VERSION

443/tcp open ssl/ssl Apache httpd (SSL-only mode)
|_http-server-header: Apache

| ssl-enum-ciphers:

TLSv1.0:
ciphers:
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C

-A
-A

compressors:
NULL
®OOO| = TME FAZAL TFT| Y2 QH0M SSLECHMHIZM HX|E QI8 ZHdE EME
=
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| cipher preference: server
| warnings:
| 64-bit block cipher 3DES vulnerable to SWEET32 attack

|  TLSv1.1:

| ciphers:

| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C

| COMpressors:

| NULL

| cipher preference: server

| warnings:

| 64-bit block cipher 3DES vulnerable to SWEET32 attack

|  TLSv1.2:

| ciphers:

| TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C

| COMPpressors:

| NULL

| cipher preference: server

| warnings:

| 64-bit block cipher 3DES vulnerable to SWEET32 attack
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